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The Internet is dramatically expanding op-
portunities for business-to-business (B2B)
and business-to-consumer (B2C) e-

commerce transactions across borders.  For B2C
transactions especially, the Internet sets up a
potential revolution in global commerce: the
individualization of trade.  It gives consumers the
ability to conduct a transaction directly with a
foreign seller without traveling to the seller’s
country.  While this could be done in the past by
post, telegram, phone, or fax, such sales were
relatively rare because the consumer had to know
in advance where to make contact and what to
buy.  The Internet allows sellers to put their
storefronts, in the form of Web pages, in front of
consumers all over the world.  Technology has
expanded the consumer marketplace to an
unprecedented degree, and it will change the way
we think about trade.  The implications of this
for economic development, globalization, and
cultural exchange are immense.  This creates
opportunities for both consumers and small
enterprises that must not be squandered.

But for all the potential of global e-commerce,
there are countless vexing policy questions to be
worked out, any one of which can threaten the
viability of this nascent form of trade.  All of the
Internet issues being debated in the United

States—consumer protection, data privacy,
taxation, content regulation, copyright, spam,
technology deployment, and many more—
need to be resolved at the international level
as well.  However, unlike the United States,
which has a federal government and a
constitutional guarantee of free trade, global e-
commerce faces two additional serious
complications: no central international authority
to make the rules and regulations and no uniform
commitment to global free trade.  Moreover,
conducting electronic commerce across national
borders adds many more policy issues to the
mix—jurisdiction, customs duties, import and
export restrictions, intellectual property
licensing, and more—that are only now being
examined.

To promote the growth of global e-
commerce, policymakers must find the Third
Way on two basic conflicts: jurisdiction and
sovereignty.  Jurisdiction refers to the question
of whose rules will apply to a transaction when
the buyer and seller (or host and viewer) are
located in different countries.1.  Applying the
rules of the buyer’s country would force sellers
either to identify and comply with the differing
and sometimes contradictory laws of every
country or to forego sales to foreign buyers.

Introduction
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Applying the rules of the seller’s country, on the
other hand, with no other provisions or
protections will force buyers to give up valuable
consumer protections, making them less likely
to buy from foreign Web sites.  The Progressive
Policy Institute (PPI) believes that a Third
Way must be crafted on the jurisdiction issue,
constructing a system in which sellers are not
subjected inadvertently to the laws of other
countries while employing new technologies,
improved information systems, and updated
international rules that protect consumers
and create an environment of trust.

The second conflict is sovereignty, the
question of how much domestic control over
access  to  the g lobal  Internet  must  be
relinquished in order to promote global e-
commerce.  A large amount of content  (e.g.,
political, sexual, religious, gambling) residing
in cyberspace, while legal in the country from
which it originates, is considered illegal in
many other countries.  (This is especially true
of content posted by users in the United States,
where the First Amendment protects speech
that would be illegal in many places around the
world.)  To allow one country to exercise
control over content posted by citizens of
another would allow that country to “reach
out” into other sovereign nations and tamper
with the rights of their citizens, thereby
effectively giving control of cyberspace to the
country with the most restrictive laws.  At the
same time, if governments have no ability to
control their own citizens’ access to illegal
content, those governments could reduce or
sever all connections to the Internet, which
would drastically limit global e-commerce.
Here, too, PPI believes that a Third Way can
be achieved with respect to sovereignty, one
that does not let individual nations reach
beyond their own borders to control content
in cyberspace but does let them control both
users and Internet hosts within their borders,
as long as the content controlled is not
governed by trade agreements.  This paper sets
forth principles toward achieving Third Way
solutions to these two basic questions and
demonstrates how those principles might be
applied to policy issues such as privacy,
consumer protection, taxation, and content
control.

Six Principles to Guide the
Development of Global
E-Commerce

1. Take a cautious approach to regula-
tion: Allow global e-commerce time to
develop before determining which areas
will require government action.
There are two major threats to global e-
commerce.  One is rushing to impose legal and
regulatory frameworks before gaining a full
understanding of the issues and needs involved.
Though it is easy to imagine any number of
problems that governments might seek to solve,
to do so at this early stage could be
counterproductive.  Cross border business-to-
consumer transactions represent a brand new
form of trade; the old ways of regulating trade
will not work on the Internet.  As noted below,
innovative solutions ranging from international
treaties to online dispute resolution mechanisms
may be able to meet the goals of regulation—
mitigating the risks to buyers and sellers without
engaging the troubling jurisdiction questions of
the old economy.

The other threat, however, is doing nothing.
Global e-commerce faces many “natural” barriers,
including language, currency, and cultural
differences; overseas shipping costs; and national
brand identification.  If nothing is done, the
natural tendency will be for e-commerce to
become balkanized into local zones, with
consumers visiting only sites in their own
country or a small number of countries with
which they feel comfortable.2   In order to realize
fully the benefits of global e-commerce,
governments must lend a helping hand where
necessary to reduce the risks of cross border
transactions, but it will take time to determine
when and where government action can be used
effectively.

2. Increase global market access:
Maximize opportunities for buyers and
sellers to come together.
Empowering consumers and sellers—especially
small enterprises—by expanding market access
should be the main goal of any government
action (or forbearance of action) regarding global
e-commerce.  The reasons for this are basic, but
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very important.  First, a larger market lowers the
marginal costs associated with running Internet-
based businesses, allowing the companies to
spread their fixed costs over more customers,
which lowers prices.  E-commerce will become
more efficient and less costly by gaining global
economies of scale.  Greater market access also
gives small entrepreneurial ventures a better
chance at success: a comic book store at a local
strip mall selling to nearby residents may have a
hard time, because comic book buyers are a niche
market and the number of customers is small,
whereas an online comic book store selling
around the world stands a much better chance
in a larger customer pool.  Low cost access to
global markets is especially important for
ventures in developing nations, which can use
the power of global e-commerce to “leapfrog”
their economic development efforts and sell to
an array of wealthier consumers.3

Second, a global Internet provides consumers
with global choice.  Shopping “bots”—automat-
ed buyer agents that seek out the best price on a
given item—are increasing in popularity, and
promise to bring tremendous efficiency to the
pricing of goods and services on the Internet.4

Expanding the bot’s range, from national to in-
ternational, will encourage competition and
reduce prices.  Moreover, the Internet is not just
a retailing channel—diverse services and media
can be delivered over ever-expanding broadband
networks, creating new business opportunities for
communications, information, and entertain-
ment ventures.  Greater market access gives all
of these businesses, in whatever country they
happen to be located, a better chance at success,
and gives consumers of all nations a broader
choice of goods and services.

Finally, as the infrastructure and systems to
facilitate global e-commerce develop, access will
also be increased in a more important market:
the marketplace of ideas.  History has taught us
time and again that trade is the most powerful
catalyst for cultural exchange and greater
understanding between societies.  By creating
an environment for businesses to forge ahead
with direct  cross-border contacts  with
consumers, those same infrastructures will be
used to bring together Internet users from
around the world.5

3. Don’t use regulations for protection-
ism: Signatories to the World Trade Or-
ganization (WTO) or other multilateral
trade agreements should not be allowed
to impose rules on e-commerce or the
Internet with the intent of reducing on-
line foreign competition.
The practice of protecting domestic producers
through the use of subtle or seemingly unrelated
regulations is an old one, but the growth of global
e-commerce presents the opportunity to take it
to a new level.   The complexities of the
technology, the legal issues involved, and the
innovative business relationships between
companies that conduct and facilitate e-
commerce all lend themselves to regulations
protecting domestic industries not only from
foreign competitors,  but from electronic
commerce itself. 6   The pressure for such
regulations is likely to be amplified by the
burgeoning anti-globalization movement
(exemplified by the 1999 WTO protests in Seattle
and the presidential candidacy of Ralph Nader).

As global e-commerce grows, the WTO will see
more disputes about regulations aimed at the
Internet and designed to give advantage to
domestic industries.  Examples include requiring
Web sites to be delivered in the country’s native
language, requiring transactions to occur in the
country’s currency, requiring certain licenses or
certifications to operate or use electronic
equipment within the country, or requiring the
use of nonstandard security protocols.  Even more
troubling is the process by which some of these
regulations likely will be derived: the stoking of
nationalistic fears that a country is being left
behind in the new world economy.  The initial
lead that the United States holds in e-commerce
will create political controversies in other
countries that are ripe for the use of nationalism
as a tool to gain competitive advantage, or at least
slow the incursion of foreign e-commerce to
allow domestic industries to catch up: an
electronic version of the McDonald’s controversy
in France.7   Countries that use such tactics might
gain in the short run, but over the long run they
will limit their standard of living and hinder
global e-commerce.  Rather than try to create
rules and regulations to limit global e-commerce,
nations would be better off pursuing policies
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designed to build a robust digital domestic
economy (e.g.  telecommunications reform,
including flat-rate call pricing for Internet access;
digital government; deregulation; and
technology investment).

4. Enforce regulations domestically: Gov-
ernments cannot impose their laws on
foreign companies unless those compa-
nies target their activities within the gov-
ernment’s territory or a treaty is in ef-
fect.

In the off-line world, activities engaged in by
citizens of one country don’t normally affect the
citizens of another
country unless those
activities are specifi-
cally aimed at them
(such as sending in-
ternational mail).
The online world
should be no differ-
ent.  An online business based in one country
cannot be expected to comply with the laws of
other countries—such as privacy regulations or
marketing restrictions—merely because their Web
site is accessible in other countries.

On the other hand, if the Internet seller targets
its goods or services to citizens of another
country, that seller should be prepared to comply
with the laws of that country.  (For more detail
on what activity might constitute targeting, see
below.)  Targeting must subject a seller to the
targeted country’s jurisdiction in order to prevent
companies from relocating offshore to avoid local
laws, a situation that would encourage the rise
of cyberhavens (discussed below).  Put another
way, a government cannot “reach out” and
exercise authority in another country, but it can
exercise authority if someone in another country
“reaches in” to consumers in its jurisdiction.
Similarly, if two nations are part of a bilateral or
multilateral trade agreement that imposes
requirements on Web sites, then Web sites in both
nations must comply with the terms of that
agreement.

5. Limit restrictions on social, cultural,
and political content: Government re-
strictions on content cannot block trade

in violation of World Trade Organization
principles and must be enforced only
within the restricting government’s ter-
ritory.

Given the wide variety of objectionable ma-
terial available on the Internet, it is no surprise
that some governments may seek to keep their
citizens from accessing some content.  Disputes
in this vein are already arising for content that
portrays or promotes racial hatred, violence, sex-
ual activity, or drug use, to name a few.  These
issues go to the very heart of national sovereign-
ty.  In the United States, where the constitutional
guarantee of free speech has become ingrained

in the culture, pub-
lic sentiment is
likely to come down
on the side of more
freedom, but the
United States cannot
impose that senti-
ment on other

sovereign nations.  For instance, we do not like
China’s restriction of access to certain online in-
formation, but we are powerless to stop it, just
as the Chinese government is powerless to de-
mand that the U.S.  government block Chinese
access to U.S.  sites critical of China.  Moreover,
policies for global e-commerce should not be used
as bargaining levers for these non-economic dis-
putes over freedom and human rights; if Internet
technology is made to bear responsibility for in-
tractable social and political disagreements, it will
not succeed.

But if governments choose to exercise control
over the foreign Internet content that their
citizens may access, every nation must demand
that every other nation adhere to two conditions.
The first is that such controls must apply only to
cultural, social, and political content, not trade.
Nations that are signatories to the WTO have
agreed to a set of principles to facilitate
international trade and to a process for resolving
disputes.8   Though the Internet will change the
character of a portion of international trade
transactions, there is no need to scrap the hard-
won international cooperation that the WTO
represents.  Claims of cultural or political
infringement should not be used as a back door
method of discrimination against imports.  If a
country restricts global e-commerce on grounds

A government cannot “reach out” and exercise
authority in another country, but it can exercise
authority if someone in another country
“reaches in” to consumers in its jurisdiction.
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that are (explicitly or implicitly) trade related
rather than cultural or political, the WTO can
and should take up the matter in the established
dispute resolution process.9

The second condition is that all content con-
trols must be implemented domestically.  In
keeping with Principle 4 above, governments
cannot “reach out” to shut down Internet opera-
tors that reside outside of their jurisdiction.
Governments must control content through laws
and regulations that apply to their own citizens,
such as requiring Internet Service Providers to
filter certain content or punishing individual
users for downloading prohibited content.  (See
section on Content
Restrictions below.)
Of course, exercising
control over every
citizen’s Internet
behavior, while tech-
nically possible,
requires control over
the technology and communications infrastruc-
ture that only a few governments are likely to
exercise.10   Inherent in the spread of Internet
technology and the attendant economic bene-
fits is a realization that the more time citizens
spend in cyberspace, the less control their gov-
ernments will have over them.  This is why
expansion of global e-commerce must be bal-
anced with respect for sovereignty; if  a
government feels that the trade-off between com-
merce and social stability is not in its interest,
the former is more likely to be rejected.

6. Take advantage of technology: Encour-
age innovation in the development of
technological tools and industry best
practices that solve public policy prob-
lems.
Not every problem needs to be addressed by
government regulation, especially with regard to
the Internet.  The Internet lends itself to creative
solutions to policy problems precisely because
software is a powerful tool to give people the
ability to manage their own transactions.

Many technological solutions are being devel-
oped to facilitate an efficient and trusted
environment for both buyers and sellers.  One of

the best examples is the Platform for Privacy Pref-
erences Project (P3P).11   The project of the World
Wide Web Consortium (W3C)12  is creating a sys-
tem that allows browsers to look at a Web page’s
underlying source code to determine the privacy
policy that covers the page; if the privacy level is
below a predetermined level set by the user, the
Web browser (or other P3P implementation tool)
will warn the user.  This consumer-empowering
technology, when fully implemented, may help
alleviate the desire for strict government controls
on data privacy practices and facilitate easier
negotiation between nations with different pri-
vacy regimes.13   Technology promises other

solutions as well, in
areas from language
translation to con-
tent control to
dispute resolution.
Policymakers should
turn to technology
whenever possible

and, more importantly, they should think in
terms of what technology could do in the future
rather than what it can do now.

In order to facilitate the growth of global e-
commerce, PPI makes the following proposals,
discussed in more detail  in the Policy
Recommendations chapter of this paper:

• stay within the current international trade
framework;

• make the moratorium on tariffs for
electronic transmissions permanent;

• treat digitally delivered products as
intangible goods;

• eliminate tariffs on small-value
transactions;

• work with third parties seeking to provide
solutions;

• promote consumer education efforts; and

• draft and enact global treaties governing
criminal activity on the Internet.

Policymakers should turn to technology
whenever possible and, more importantly, they
should think in terms of what technology could
do in the future rather than what it can do now.
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Why Focus on B2C?

In the coming years, the majority of e-commerce,
both domestic and international,  will  be
business-to-business transactions.  The Internet
will bring tremendous benefits to B2B trade, by
cutting costs and improving efficiencies.  It will
also allow for the development of new business
relationships, new pricing strategies, and bring
about a general decrease in “friction” in
international markets.  The explosive growth of
global B2B marketplaces has created tremendous
opportunities for entrepreneurial suppliers who
might otherwise go unnoticed.14   While none of
these advances should be minimized, the future
of international B2B e-commerce will by and large
remain an extension of the past: commerce
conducted between either sophisticated
international merchants who have advanced
knowledge of the trade system or newcomers who
must hire consultants to navigate the trade
system and protect their interests against the
sophisticated merchants.  For these players, the
Internet is basically a powerful new
communications and transactions tool.

Business to consumer transactions, while
representing a smaller volume of online trade,
will provide special benefits to consumers.
Creating a global marketplace will increase the
benefits of competition, provide a broader range
of products and services, and in the case of digital
delivery, will virtually eliminate manufacturing

and transportation costs.  Moreover, prices will
be reduced by eliminating exporter and importer
middlemen that exist to surmount the
complexities of trade bureaucracies.

For the revolution to succeed, however, the
complexities must either be removed from the
process or made transparent.  If cross-border B2C
transactions are to work, a consumer needs to
make an informed decision before a transaction
is completed: what the product or service will be,
how much it will cost (including taxes, duties,
and shipping), how the company will use the
consumer’s personal data, and what the rights
and responsibilities of both parties will be if a
dispute should arise.

As noted above, these cross-border
transactions, with the buyer located in one
jurisdiction and the seller in another, are a novel
development and will require a new way of
thinking about trade.  Policymakers, therefore,
will have to pay special attention to the problems
of cross-border B2C transactions if this new type
of commerce is to flourish.  Effort expended now
to resolve these problems will pay dividends for
decades.  On the other hand, rushing to impose
strict regulatory structures over this uncharted
territory could drastically restrict international
B2C trade.15   Reaching consensus on new and
unforseen policy issues will almost certainly
involve mistakes and lost time and money for
both consumers and businesses.  But if pursued
properly, however, the rewards will be immense.



Progressive Policy Institute

9

A central issue raised by the growth of the
Internet is that of international jurisdic-
tion.  Traditionally, jurisdiction has been

a matter of the sovereign power of a state over
the territory within its physical borders.  The
Internet has thrown that notion into chaos.  Now,
a person located in Country A can engage in a
transaction on behalf of a business established in
Country B by connecting to a server located in
Country C through an Internet Service Provider
(ISP) headquartered in Country D, selling to a
purchaser in Country E who wants the product
delivered directly to a relative living in Country
F.  The legal and regulatory complications of such
a transaction are far greater, obviously, than those
encountered at the local shopping mall.

With so many jurisdictions involved,
uncertainties arise as to the rules and mechanisms
that will protect the interests of both businesses
and consumers.16   Rather than face those
uncertainties, both businesses and consumers are
likely to stick to domestic B2C transactions.
Growth of global B2C electronic commerce,
therefore, will require either a resolution of the
unique jurisdictional issues involved (which we
believe will happen in the distant future, if
ever), or the establishment of some other regime
that can promote an environment of trust for

both parties to an international transaction and
is effective enough to forestall jurisdictional
disputes, perhaps indefinitely.

Two Views on Global E-Commerce
Jurisdiction

As the debate over global e-commerce unfolds,
the debate over jurisdiction has split into two
basic camps: those who believe that a cross-
border electronic transaction can be defined as
taking place in only one country, and those who
seek to eliminate problems of jurisdiction by
making the laws and regulations the same in
every country through harmonization.

For those who want a single country system,
an obvious question arises: in which country did
the transaction occur?  In other words, did the
seller come to the buyer’s country (country of
destination) or the buyer come to the seller’s
country (country of origin)? The country of
destination view is held largely by government
regulators and consumer rights advocates.  This
view arises from the basic assumption that
consumers are at a disadvantage during a cross-
border transaction, and therefore should be the
presumptive beneficiary of the legal regime
governing the transaction.

Jurisdiction: The Global
E-Commerce Lynchpin
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Intuitively this view seems correct.  A
consumer in the United States looking to
purchase an item is accustomed to the
assumption, backed by the truth in advertising
laws of the U.S. government, that the item will
work as advertised and that it can be exchanged
or returned if it does not.  If that consumer
purchases the same item over the Internet from
a company located in a foreign country, the
consumer is likely to assume that the laws he is
accustomed to will still protect him, that the
product will do what the seller says it will do,
and that it can be returned if it does not.  The
fact that the consumer makes decisions based on
that assumption indicates the need for the laws
of the consumer’s country to apply.  Put another
way, why should a foreign company be able to
falsely advertise to a U.S. citizen located in U.S.
sovereign territory if a domestic company is
forbidden to do so?

It is perfectly understandable that govern-
ments would seek to extend the protection of
their citizens into cyberspace, but such a regime
would raise the costs of global e-commerce and
reduce the number of companies engaging in it.
Learning and complying with a myriad of differ-
ent and sometimes conflicting laws governing
commerce can place a tremendous burden on
companies, especially small businesses.17   It is
unreasonable to require those companies to com-
ply with the laws of nearly 200 countries around
the world; moreover, such an undertaking would
never be justified by the revenue returned.  The
country of destination rule, therefore, is un-
workable; attempts to resolve jurisdictional
issues under this rule will only hinder the
growth of global e-commerce.

Following a strict country of origin18  rule, as
many businesses favor, might seem to get around
the compliance problem, as buyers are better
positioned to assume the burden of factoring
differing government regulations into the
purchasing decision.  Tourists traveling abroad,
after all, frequently demonstrate their willingness
to buy while subject to the laws of the country
they are visiting.  There is a major difference,
however, between a tourist and an Internet
shopper: The tourist can physically examine the
item before purchase, and can guarantee delivery
by taking an item with her.  Buying a $200 rug
from a street peddler in Acapulco is a relatively

risk-free transaction; buying the same rug from
the same peddler over the Internet is considerably
more risky.
 A reliable and easily accessible dispute
resolution process, both for innocent misunder-
standings and outright fraud, is a key part of the
environment of trust necessary to online trans-
actions, but the traditional providers of that
process—the courts—are unavailable under a
strict country of origin rule.  Filing a lawsuit
against a foreign seller in a foreign country is
more hassle than an average consumer is able or
willing to endure.  For that reason, the consumer
looking for that $200 rug over the Internet will
probably purchase it from a local retailer rather
than directly from the seller in Acapulco, even if
the imported rug is marked up to $250, because
the consumer has the assurances of his own laws
and the ability bring the retailer to court and win
an enforceable judgment if necessary.  The local
retailer would hold this advantage even if the
Acapulco seller’s Web site had featured full dis-
closure of the rules under which it was operating;
the rules are meaningless if the expense of en-
forcing them is greater than the price of the item.
A regime in which the seller has no practically
enforceable legal obligations in the buyer’s
country, as is the case in a country of origin
regime, will not lead to the growth of global
e-commerce.

Advocates of harmonization, on the other
hand, seek to simplify global e-commerce by
eliminating differences in the regulatory and tax
structures that govern such transactions.
Harmonization has obvious benefits: It would
provide a predictable environment for businesses
and consumers alike, no matter which borders a
particular transaction crosses.  Moreover,
unscrupulous businesses would have no incentive
to establish headquarters in small nations with
lax regulations and enforcement.  (See the section
on Rogue Actors below.)  Indeed, harmonization
would eliminate the need to ascertain the
location of either the business or the consumer,
except when physical delivery of a product is
necessary.

There will be, of course, high levels of in-
ternational cooperation on those issues that
have high levels of international agreement,
such as rules governing the sale of narcotics,
child pornography, endangered species, and



Progressive Policy Institute

11

military hardware.  But full harmonization
will not only be difficult to achieve, it is not
something we should aspire to achieve.  Flexi-
bility, rather than monolithic global law, is a
better model for the competitive environment of
the New Economy.  For example, the United
States has not chosen to impose an “opt in” stan-
dard for online data privacy, but such a law might
emerge if all nations had to agree on one privacy
law, thereby reducing the flexibility of all U.S.
Internet firms, even
those that do not
sell to foreign con-
sumers.  Moreover,
full harmonization
would also likely be
viewed as a major
step toward global government.19   While many
nations are working out the kinks of supranation-
al governance on a regional basis, worldwide
governance is a step few are prepared to take—
does any country really want to give up its ability
to make laws for its own citizens?  Harmoniza-
tion, then, is in most cases neither likely nor
desirable.

Finding a Third Way

While there is no magic bullet to the jurisdiction
quandary, global B2C e-commerce is still a very
real possibility.  The challenge for policymakers
will be to find a Third Way on these questions
by blending governmental and private solutions
to create a regime that provides a trusting
environment for transactions across all borders,
but at the same time does not burden e-commerce
businesses with excessive costs and a tangle of
contradictory laws and regulations.  Such a
regime might include the following:

• Jurisdiction based on targeting.  Simply put,
a company would be subject to the laws of
another country if it targets its marketing
efforts at consumers in that country; in other
words, if the seller “goes to” the buyer’s
country.  The logic behind such a standard is
unimpeachable—there are no grounds for
jurisdiction if the business does not actively
seek to be in that jurisdiction—but the
technology of the Internet makes the

definition of targeting extremely complicated.
A Web site may be marketed and promoted
only in the seller’s own country, but it can be
accessed anywhere in the world.  Determining
which sites target a country and which are
merely accessible in that country is a key
challenge.

Countries must agree, therefore, on what
constitutes targeting; putting up a Web site
in the United States written in Spanish would

not necessarily tar-
get consumers in
Spain, but advertis-
ing the Web site on
a Madrid billboard
would.  Targeting
might also occur if

the business placed ads on Spain-specific Web
sites like Yahoo! Espana, or if the business of-
fered special discounts to consumers in Spain.
Physical presence in a country might also con-
stitute targeting, but physical presence should
not necessarily be taken as firm evidence of
it; such a rule could discriminate against mul-
tinational corporations with foreign business
units that are unrelated to their B2C enter-
prises.  If a U.S. company Web site sells music
CDs and also has a division located in France
that makes and sells electronic goods, the Web
site should not be subject to French laws un-
less the site explicitly markets to French
citizens.

Any international agreement on
targeting, however, must explicitly state
that simply selling to a consumer in a
country does not constitute targeting.20   To
do otherwise would create a default “country
of destination” rule—sellers would be forced
to refuse customers from other countries in
order to maintain their freedom from
jurisdiction in those countries.  Consumers
should be able to buy from any site on the
Internet (subject to the laws of their country),
but that can only happen if sellers feel free to
transact with consumers that were not
targeted but nevertheless came to the site
voluntarily and asked to make a purchase.

This rule is especially important to
operators of political and human rights Web
sites.  If a Web site run by exiled dissidents

Flexibility, rather than monolithic global law, is
a better model for the competitive environment
of the New Economy.
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protesting a repressive government could be
said to be targeting citizens in that repressive
nation, political dissent on the Internet could
be severely curtailed.  On the other hand,
nations that sign a targeting treaty must have
recourse against objectionable material that
is aggressively targeted to their citizens, as a
neo-Nazi hate site might be aggressively
targeted at Germany by “spamming” German
e-mail accounts or posting the URL on
German electronic bulletin boards.  A
targeting treaty must make clear that
content that merely exists in cyberspace
(and is not promoted through direct e-mail
or other methods) cannot be considered
targeting a foreign country, even if
unsolicited interaction occurs with users in
that country.

• Safe Harbor Agreements.  Governments with
different regulatory approaches to e-
commerce issues can ease the way for global
e-commerce with safe harbor agreements.
These agreements can be negotiated between
two countries to “bridge the gap” when the
laws and regulations of the two countries are
too different for mutual recognition.  Under
a safe harbor agreement, a set of rules or
principles is negotiated that are less strict than
the regulations of the more stringent country
but more strict than those in the less stringent
country.  Businesses in the less stringent
country must meet the conditions of the safe
harbor agreement if and only if they wish to
conduct transactions with citizens of the more
stringent country.  Neither country needs to
change its rules for domestic companies, and
compliance is on a voluntary basis; a business
can simply opt out of international sales to
avoid the safe harbor rules.  (An example is
the recently ratified safe harbor agreement on
data privacy negotiated by the United States
and the European Union, discussed below.)

Safe harbor agreements can achieve some
of the benefits of harmonization while
maintaining respect for sovereignty.  By
creating a middle ground between different
legal codes—with voluntary rather than
mandatory compliance—governments can
continue to regulate their businesses at the

level they feel is appropriate, and sellers will
enjoy greater predictability and lower
compliance costs, making global e-commerce
more feasible both economically and
politically.

• Voluntary Transaction Contracts.  When a
consumer wants to buy from a foreign Web
site, and that Web site is not targeting the
consumer’s country, the buyer and seller
should be able to agree to the terms of the
transaction privately and to enforce the
contract privately.  The buyer and seller can
use the contract to decide choice of law—
which country’s laws will apply to the
transaction—and how disputes will be settled.

It is conceivable that transaction-based
private contracts will constitute a de facto
country of origin rule because the seller will
choose the laws of his own country; after all,
if the seller was prepared to obey the laws of
the buyer’s country he would probably be
targeting that country already.  The power of
private contracts, though, is that the buyer
and seller can choose any law.  A buyer in
Sweden, for example, might want to make a
purchase from a Web site based in Brazil.  The
Brazilian does not ordinarily do business with
Swedish buyers, but does target his products
to the United States (and therefore complies
with all of the laws in the United States.).
Rather than choose between Swedish law and
Brazilian law, neither party having any
familiarity with the other, both parties could
agree to let U.S. law govern the contract.

Online alternative dispute resolution
organizations can take the place of courts to
make these private contracts work (see below).
Buyers and sellers can agree to submit their
disputes to binding arbitration conducted by
third parties.  Such a system would sidestep
certain issues of jurisdiction while promoting
the environment of trust necessary for the
success of global e-commerce.

• Codes and Seals.  In the absence of an
international regulatory authority, robust
self-regulation is critical to the future of
global e-commerce.  Industry codes of
conduct and seal programs, which have been
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growing on the domestic level, can be scaled
to an international level.  This could, for
example, take the form of a global version of
BBBOnline, the Better Business Bureau’s code
and seal program, which certifies that the
business bearing the seal complies with a
code of conduct set forth at the BBB Web site.
Digital seals could also be informational in
nature, with Web sites posting flags of each
nation with which the Web site is  in
compliance (providing “notice”).  Through
proper consumer education, the seals could
become shorthand for complicated sets of
policies, and provide a level of comfort for
buyers without the need for careful analysis
of  the Web site ’s  complicated legal
disclaimers.

• Software.  Web browsers and other software
can be developed to record a user’s individual

preferences and transparently check Web sites
for compliance with those preferences.  P3P
software, for example, can automatically
determine whether a Web site with a machine
readable privacy policy meets the standards
of the user.  Such a system could also be
developed to determine the applicable
consumer protection policies, for example,
without requiring additional effort on the part
of the user.

Through some combination of these and other
programs, plus a reliance on Internet technology
itself, an environment of trust can be formed and
a workable system for global e-commerce can be
built.  It is impossible, however, to predict exactly
what that system will look like.  It is vitally
important that policymakers allow for
experimentation to determine the best way to
build such a regime.
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Given the newness of global e-commerce,
it is difficult to envision how the system
will work in the long run; indeed, it is

difficult to anticipate all of the problems that
will arise.  It is useful nonetheless to consider
how a Third Way policy framework, consistent
with the principles set forth above, can be
applied to some of the important issues of global
e-commerce.

Taxation and Tariffs

The debate in the United States over the
imposition of sales and use taxes on e-commerce
transactions—a debate that has yet to be
resolved—demonstrates the difficulty of reaching
a consensus on the taxation issue.  The multitude
of state and local taxing jurisdictions, each with
their own product classifications and tax rates,
make the collection of such taxes a potential
burden for Internet retailers.  Global e-commerce
will  increase that burden tremendously.
Nevertheless, as the number of cross-border e-
commerce transactions grows, the pressure to
resolve the associated issues of jurisdiction will
grow not only in response to the public policy
issues at stake, but also because of the desire to
capture tax revenues associated with those
transactions.

European countries, in particular, rely heavily
on value-added taxes (VATs), a complicated version
of the sales tax.  Currently, taxes on cross-border
transactions are levied on physical products during
customs inspection (assuming that the seller has
properly labeled the package, which many small
Internet businesses do not), but taxes on digitally
delivered products are collected only if the buyer
reports the transaction.  (For many U.S. e-
commerce transactions that cross state borders,
buyers are legally required to report and pay a use
tax.  Needless to say, compliance is low.)  In order
to prevent the problem of non-reporting by
buyers, the European Commission has suggested
that non-Europeon Union businesses wishing to
engage in e-commerce with EU member nations
may be required to register in the Europeon Union
to collect and remit VATs.21   This is exactly the
proposal that upsets businesses that conduct
interstate e-commerce in the United States:
shifting the burden of tax compliance from the
buyer (who must deal with only one jurisdiction)
to the seller (who must deal with multiple
jurisdictions).  Though the EU member nations
have every right to collect taxes, requiring
businesses outside of their jurisdiction to do so is
problematic.22   Similarly, sellers outside the United
States do not relish the thought of collecting and
remitting sales taxes to each of the 50 states.

Applying the Framework
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Tariffs—the customs duties imposed on im-
ports to raise the cost relative to the same items
produced domestically—also stand as barriers to
cross-border B2C transactions (and, to a lesser
extent, all forms of trade).  Most obviously, the
duties themselves increase the cost to the con-
sumer.  Tariffs on e-commerce may also spawn
novel forms of protectionism, increasing the bur-
den on the WTO to sort out unprecedented and
technologically complicated disputes.  Because
there is no clear consensus, for instance, on the
treatment of elec-
tronic transmissions
(such as e-mail),
the WTO members
agreed in 1997 to a
temporary morato-
rium on duties for
such electronic
transmissions.  The United States (and PPI) fa-
vors making this moratorium permanent, but EU
officials do not agree; the issue will be troubling
in the coming years.

Adding to the complication is the dispute over
the treatment of digitally delivered products,
such as downloadable software and music.  Some
countries want to treat downloaded products as
services rather than goods, largely because trade
in services is governed by the General Agreement
on Trade in Services (GATS), which permits more
restrictive trade policies than is allowed for goods
under the General Agreement on Tariffs and Trade
(GATT).23   Thus, a music CD shipped by Federal
Express would be a good, but the same music
downloaded in MP3 format would be a service.24

Doing this, however, is not only logically
inconsistent, but it could put such digital
products at a competitive disadvantage to their
physically delivered counterparts, thereby losing
much of the economic benefit of digital
technology.  This dispute is heating up between
the United States and the Europeon Union.

The most significant tariff-related barrier,
however, is customs procedure.  Dealing with
customs can be one of the most complicated parts
of completing an international transaction,
which is why many businesses either abdicate
responsibility for the process or simply refuse to
sell internationally.  When a buyer in Austria,
for example, purchases a music CD from a U.S.
Web retailer,  frequently the terms of the

agreement clearly state that the buyer is the
“importer of record” and is responsible for all
customs duties and taxes.  The U.S. company
would not make any attempt to determine what
those duties and taxes might be, so the buyer
must contact the customs office in order to
determine the accurate final cost.  The difficulty
of negotiating this bureaucratic maze, as much
as the expense, constitutes a significant hurdle
to buyers seeking to purchase products from
overseas.

In Internet Taxa-
tion: A Software
Solution,25   PPI ad-
dressed the issue of
sales taxes on e-
commerce within
the United States.
PPI advocates fair

and neutral treatment of e-commerce; consum-
ers should not be able to avoid taxes simply by
purchasing online (or by any remote sales meth-
od), nor should they have to pay extra taxes
simply because they purchase online.  We pro-
posed that a centralized database of taxable items
and rates be created, which would allow business-
es to automatically run their transactions against
the database and compute the proper tax.
Though the cross-border nature of global e-com-
merce complicates the issue, a software solution
may well be possible for taxes and tariffs on
international transactions; though tax simplifi-
cation and elimination of tariffs for certain B2C
imports will help make a database solution easi-
er, technology can do the heavy lifting to resolve
the problem without forcing governments to
overhaul their revenue collection systems.

Indeed, companies such as MyCustoms.com26

are already sprouting on the Internet to provide
such services.  Sellers can sign up with
MyCustoms and have their entire catalogs
classified in the database for international
customs.  When a consumer in Austria buys a
CD from a U.S. Web site, the MyCustoms database
can be queried instantly for a compliance check
(ensuring it is legal to sell the product to a
customer in Austria) and to obtain information
on the customs duties and taxes.  This enables
the Web site to report the complete price,
including duties and taxes, to the buyer.  When
the transaction is completed, MyCustoms would

Tariffs on e-commerce may also spawn novel
forms of protectionism, increasing the burden on
the WTO to sort out unprecedented and
technologically complicated disputes.
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automatically generate all of the appropriate
information, file the forms, and pay the duties
and taxes directly to the Austrian government.
The company would then reimburse MyCustoms
for the duties and taxes paid, plus a service charge
(a small percentage of the total transaction).

Some trade experts are skeptical about the
concept.  They believe that tariffs are so
complicated and change so rapidly that no
single database can hold all of the information.
Duties on shirts ,  for  instance,  can vary
depending on where the cloth was
manufactured.  Export and import restrictions
can also be tr icky.   Singapore bans the
importation of chewing gum;27  it would be easy
for the computer to block the shipment of a pack
of Juicy Fruit to a Singapore address, but less
obvious to block the shipment of a pack of
baseball cards that contains chewing gum.

These problems are troubling, but not
insurmountable.  A database solution that gives
sellers a single point of remittance for worldwide
tariff and tax compliance is feasible, but it will
require a commitment on the part of government
agencies around the world to make their data
easily available in a timely manner and to
simplify their tax rates and systems to the greatest
extent possible.28   If a government chooses not
to make its tax collection requirements conform
to a database solution, however, that government
should continue to rely on consumer-side
compliance (use taxes or VAT reverse charges)
rather than require foreign sellers to collect and
remit taxes for them.29

Privacy

Few issues are of greater concern to Internet users
than privacy.  Internet technology allows for the
collection of personal information and online
behavior data in ways that are scarcely
imaginable to those without degrees in computer
engineering.  The data collected by Internet users
is sometimes used in unsavory ways, such as
sending unsolicited commercial e-mail (“spam”),
and has the potential for significantly harmful
uses, such as employment discrimination.

Different countries approach privacy in
dramatically different ways.  Some nations,
including the United States, take a sectoral
approach, mandating protections for sensitive

privacy areas (such as medical and financial data)
while encouraging Internet companies to “self-
regulate” by developing best practice standards
and voluntary seal programs and placing the
responsibility on the Internet users to vote with
their clicks.  Other countries, the EU countries
in particular, feel that government regulation of
privacy in the Internet space is necessary to
protect their citizens.  In 1998, the Europeon
Union adopted the Directive on Data Protection30

which mandated strict privacy policies for any
Web site that collects data from citizens of EU
member states.  Recognizing that the restrictions
would effectively cut off global e-commerce for
many U.S. companies, the U.S. government
negotiated a safe harbor agreement with the
Europeon Union, which took effect in November
2000.31

The safe harbor agreement lists seven data
privacy principles that U.S. companies must
adhere to in order be considered “adequate”
under the Directive on Data Protection.
Companies that wish to conduct business with
citizens or firms in EU member states must certify
to the U.S. government their compliance with
the safe harbor principles, either by developing
a privacy policy that meets the principles or by
joining a third-party seal program that guarantees
compliance with the principles.  Joining the safe
harbor is voluntary; those companies who do not
receive personal data from individuals or
organizations within the EU member states need
not adhere to the safe harbor principles.  Those
businesses that choose to join the safe harbor
benefit as well: The safe harbor principles are less
restrictive than the Directive, and therefore
compliance costs are lower.

The privacy safe harbor agreement is a model
of intergovernmental cooperation to promote the
growth of global e-commerce while respecting the
sovereignty of the nations involved.  It secures
the benefits of harmonization (a predictable
international regulatory environment) without
impeding the ability of the governments on
either side of the Atlantic to legislate domestic
data privacy regulations.  If this agreement proves
workable in the long run, other safe harbor
agreements may be struck on similarly troubling
regulatory issues, such as marketing and
advertising, unsolicited commercial e-mail,
product safety, and so on.
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Of course, the safe harbor agreement need not
be the last word on international data privacy
protections.  Technological solutions such as P3P
(discussed above) will, when fully implemented,
empower Internet users around the world to
make automatic privacy decisions with their Web
browser software.  This individual control may
contribute more to the environment of trust than
the safe harbor agreement, and points to the need
to pursue a mix of solutions to the problems
facing global e-commerce.

Consumer Protection

One of the biggest obstacles to global B2C e-
commerce is lack of trust.  Buyers will not go
through the additional hassle of purchasing from
a foreign company if they do not believe they
will be protected in the case of a dispute or
outright fraud.  Because the court system is
effectively unavailable for international
transactions—due to cost and jurisdictional
issues—buyers need an effective yet inexpensive
dispute resolution system and a reasonable
expectation that sellers will be accountable to
that system.  This can be provided by combining
online alternative dispute resolution (ADR) with
a seal program, as companies such as SquareTrade
and others have done.

SquareTrade32  provides a low-fee, Internet-
based mechanism for resolving disputes between
buyers and sellers online by recognizing and
taking advantage of a simple fact: In most cases,
the parties to a dispute are capable of reaching a
resolution, but anger and mistrust between them
blocks their ability to negotiate that resolution.
When a dispute is filed with SquareTrade, the
parties can tell their side of the story in a free-
form text box, but they are also required to
answer a multiple-choice questionnaire.  Based
on the input of both parties, a computer
automatically generates a list of options for
resolving the dispute based on historical data
from similar arbitrations.  If the parties can agree
on one of the computer-generated resolutions,
the dispute is settled; if not, the dispute is
transferred to a human mediator for further
negotiation.  If a resolution still cannot be
reached, the dispute goes to binding arbitration.

There are several key advantages to a system
like SquareTrade.  First, the cost is low enough

to be feasible for the low-value transactions that
are typical of B2C e-commerce.  By automating
the first level of negotiation, the expense of
having highly trained arbitrators spend time on
uncomplicated disputes is eliminated.  Online
ADR is also more fair than the current dispute
resolution system of credit card chargebacks.
While the chargeback capability creates trust for
the buyer, who knows he can always get his
money back if necessary, the seller is left
vulnerable, because the chargebacks are usually
done simply on the cardholder’s word, absent
some extraordinary proof on the seller’s part.
An unscrupulous buyer can take delivery and
charge back the payment, effectively stealing the
item.33

The most important advantage of online ADR,
however, is accessibility.  Anyone can avail
themselves of online ADR at any time, without
having to take the time to go to court.  Buyers
and sellers in different countries can use online
ADR to get around troubling questions of
jurisdiction; there is no need to decide where a
suit will be brought or under what law the suit
will be decided.  Knowing that an inexpensive
and simple dispute resolution mechanism is
available before a transaction is completed will
make buyers more likely to buy at foreign Web
sites, and knowing that the transaction will not
subject the seller to a foreign jurisdiction will
make sellers less likely to refuse transactions with
foreign customers.34

Of course, the effectiveness of online ADR
depends on the willingness of both parties to
abide by the final resolution.  At the end of the
process, both parties have a binding agreement,
but if either party bails out, the other one still
faces all of the tricky jurisdictional questions and
the expense of enforcing a judgment in a distant
country.  This is where seal programs come into
play.  SquareTrade awards seals to sellers who
agree to submit to the dispute resolution process
and abide by the final resolution.  If the seller
fails to do either, the seal is revoked.  A buyer
that sees the seal, therefore, can be assured that
the seller will deal in good faith (at least to the
extent that SquareTrade can maintain the
reputation of its seal program, which creates
incentive for vigorous enforcement).35

Online alternative dispute resolution will
work only if businesses and consumers know of
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its availability and trust in its capability to be
inexpensive, impartial, transparent, and timely.
Public education and the establishment of a
strong track record will enable sites like Square-
Trade to create the environment of trust to make
international transactions feasible.  In the long
run, promotion of online ADR may prove to be a
better investment of effort than dealing with
some of the complicated jurisdictional issues re-
lated to global
e -commerce ;
by effectively
disposing of
the vast major-
ity of disputed
c ro s s -bo rde r
transactions,
ADR can turn
the few remaining disputes into legal curiosities
rather than major public policy issues.36

Other technology solutions can also be
brought to bear to facilitate an environment of
trust on a global basis.  Databases of consumer
protection laws—similar to tax/tariff databases—
can be developed to inform consumers of the
differences in legal protections between their
country and the seller’s.  Seal programs similar
to the Underwriters Laboratories (UL) and Good
Housekeeping Seal of Approval can be developed
to vouch for the safety and quality of products.
Seal programs from different countries or regions
could partner for mutual endorsements to give
consumers the additional assurance of local
evaluation of distant merchants or products.
Given the myriad possibilities of technology for
informing consumers and providing an
environment of trust,  non-governmental
consumer protection for cross-border
transactions may effectively facilitate global e-
commerce.

Regulation of Services

The Internet has created tremendous new
opportunities for all manner of cross-border
service transactions, from banking to
telemedicine.  Traditionally, services have played
a smaller part in the international trade system
than goods, partly because many services require
the seller and the buyer to be in close proximity—
a problem that the Internet can eliminate.

A more important reason why cross-border
services are limited, however, is the fact that the
provision of many services is often heavily
regulated by governments.  The regulations are
often designed to serve important public policy
objectives.  For example, regulations in telecom-
munications and delivery services were
historically aimed at monopoly providers with
universal service obligations; regulation in

financial ser-
vices are aimed
at economic
stability.  Regu-
lations in the
practice of
medicine pro-
tect public
health and

safety; regulations governing the practice of law
are aimed at protecting consumers; regulations
governing the advertising of securities trading are
aimed at minimizing risk to individual investors.
Technology is starting to break down these ra-
tionales, however, and because increased global
competition in the provision of services will ben-
efit all  consumers, lowering barriers to
competition is an important goal.

Because of the unique nature of services
regulations, negotiations for liberalization occur
under an agreement separate than the one for
trade in goods.  The General Agreement on Trade
in Services, negotiated during the Uruguay
Round, is different from the General Agreement
on Tariffs and Trade in two important ways:
National treatment obligations under GATS are
on a sectoral, rather than general, basis and
governments are given broad discretion to
maintain limits on market access to foreign
firms.  Once a country commits to opening a
service sector to foreign competition, however,
GATS imposes obligations designed to maintain
a level playing field, such as requiring all
regulations to be transparent and applied evenly,
and requiring governments to give foreign
competitors equal access to the regulatory
process.37   However, GATS was negotiated and
operates under the assumption that countries
must be allowed to regulate the provision of
certain services.38

Though the growth of e-commerce has in-
creased the pressure for liberalization of trade in

Given the myriad possibilities of technology for informing
consumers and providing an environment of trust, non-
governmental consumer protection for cross-border
transactions may effectively facilitate global e-commerce.
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services, the new environment has not fundamen-
tally altered the basic principle that governments
should be allowed to regulate services to whatev-
er degree they wish, as long as foreign providers
are treated fairly.  This is especially true of servic-
es that require professional licensing, such as
medicine or architecture; requiring foreign pro-
viders to meet the professional standards that
domestic providers are required to meet is not dis-
criminatory.
On the other
hand, the
t e m p t a t i o n
will exist to
use regula-
tions of
service indus-
tries for
protectionist purposes, especially for long-en-
trenched monopolies that would not fare well
against competition in the global market.

It is important, therefore, that policymakers
recognize that the potential of the Internet, cou-
pled with the accelerating trend toward
deregulation of service industries and privatiza-
tion of government service monopolies, provides
a significant opportunity for increasing trade in
global services.  Increasing access to service mar-
kets across borders—particularly in sectors related
to e-commerce such as telecommunications, mar-
keting, business services, data processing, and so
on—can be even more beneficial than increasing
market access for goods.  Governments should side
with expanding cross-border service trade when
considering current and future negotiation rounds
of GATS.  In addition, regulations that discrimi-
nate against the cross-border delivery of services
over the Internet (such as requiring a service
provider to maintain an office within a coun-
try’s borders, or onerous licensing
requirements) should be subject to strict WTO
scrutiny.

Content Restrictions

The United States has attempted relatively little
regulation of content on the Internet.  This is not
the case in many other countries.  There are obvi-
ous examples such as China, which does not allow
its citizens to view the Web sites of news organi-
zations that have not been approved by the

government, but valid concerns over political, sex-
ual, religious, or cultural content are likely to be
reflected in regulations governing the Internet in
many nations.  In some European countries, for
instance, it is illegal to sell Nazi memorabilia, or
even to sell books that deny the reality of the Ho-
locaust.  (A French court ordered the U.S.-based
Yahoo! auction site to block access to Nazi items
that users have posted for sale; under pressure from

the ruling and
from advoca-
cy groups,
Yahoo! volun-
tarily agreed
to ban hate-
related items
from its auc-
tion site.)

Some countries do not allow marketing aimed di-
rectly at children, which will be a problem for
many U.S. companies that blur the line between
children’s entertainment and advertising.39   As
more people from the Middle East and other coun-
tries with strong religious traditions become
connected to the Internet, Web sites such as Max-
im magazine or the Sports Illustrated swimsuit issue
may be considered pornography by Web surfers
in these nations.  These issues are not merely eco-
nomic; they involve deeply held values and beliefs,
by nations who object to treating values as com-
modities or bargaining chips to be negotiated away
in trade agreements.

In the past, physical geography has minimized
clashes between differing laws and customs, but
the increasing number of people on the Internet
worldwide is changing that.  The challenge for
policymakers is to balance respect for sovereignty
with increased market access.  This poses two
questions: To what extent should a government
be allowed to control the Internet activity of its
citizens, and by what mechanism can they exert
that control?

The danger in allowing nations to ban
domestically any form of global e-commerce they
wish on social or political grounds is the
temptation to use it as a justification for
protectionism.  Consistent treatment must be
the key to legitimate restrictions on
international Internet access and commerce.
A government should only be allowed to ban its
citizens from engaging in a cross-border

The potential of the Internet, coupled with the accelerating
trend toward deregulation of service industries and
privatization of government service monopolies, provides a
significant opportunity for increasing trade in global services.
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transaction if such a transaction would be banned
if performed domestically, and if such a ban is
consistent with the negotiated WTO framework—
that is, if the treatment is nondiscriminatory.
Inconsistent treatment of domestic and
international transactions indicates insincerity in
the claims of cultural infringement.  This
principle is fair on its face: A country can ban its
citizens from viewing pornography on the
Internet, for instance, but not if the citizens of
that country can get unrestricted access to similar
pornography at a local store.  If a product or
service is legitimate for domestic sales, it must
be allowed for international e-commerce.
Disagreements over what constitutes fairly
blocked content and unfairly blocked commerce
should be settled through the dispute resolution
process at the WTO.

While there could be widespread international
agreement to ban a few extremely objectionable
types of content, such as child pornography,
conflict between nations on content issues could
be significant.  But, if a government wants to
control what its citizens see or do in cyberspace,
the burden of preventing access to cyberspace
must fall on the government that seeks to block
access, and that government can only impose
such regulations on those entities over which it
has prescriptive jurisdiction—Web site operators
within its borders, its own citizens who surf the
Internet, and foreign operators that target its
citizens.40   Regulations could be imposed on
domestic Internet Service Providers requiring that
filters be put into place that block downstream
access to forbidden sites.  Technological solutions
are currently in development that will allow the
operators of Web sites to determine the precise
physical location of a visitor, granting or blocking
access accordingly.41    Laws could be passed
regulating online behavior, punishing citizens
when evidence of access to forbidden sites arises.
(This is what the U.S. government does to citizens
that download child pornography.)

None of these solutions will be 100 percent
effective, and embracing any of them seems
counterintuitive, as they all cut against the
principle of increasing market access.  The
alternative, however, is much worse:
Governments that view the Internet as a source
of dangerous political subversion and cultural
pollution, lacking an effective means to control

access to objectionable material, will prevent
their citizens from becoming wired altogether.
Respect for cultural and political laws around the
world, even when it seems harmful in the short
run, will promote the growth of the Internet and
global e-commerce in the long run.

Rogue Actors

The most carefully constructed global e-
commerce regime will still be vulnerable to those
who refuse to play by the rules.  The Internet, in
fact, increases that vulnerability: an expanded
market is just as beneficial to scam artists as it is
to legitimate sellers, and the technology offers
additional protection from capture and
punishment.  Taken as a part of the total number
of cross-border transactions, unscrupulous actors
are likely to be a tiny minority, but their impact—
destruction of the environment of trust—may be
disproportionately large.

The problem of fraud is nothing new, but the
Internet does create new problems in dealing
with it.  Because buyers are not able to touch and
examine up close the item they are buying, it is
easier for sellers to get away with fraudulent
representations of their products.  It is also easier
to disappear without a trace and reappear under
a new name to avoid detection.  There are unique
ways to protect against fraud in global e-
commerce, as outlined in the Consumer
Protection section, but a certain number of scam
artists will operate in cyberspace and use
jurisdiction issues to help escape punishment.

A bigger worry, however, might be in what is
legal.  Some countries will undoubtedly tout
themselves as cyberhavens, were lax regulations
allow for Web-based businesses that would be
illegal in most other countries.  This has already
happened with many online gambling sites, which
are generally based in developing nations but
accept wagers from anywhere.  Cyberhavens could
also spring up in less-traditional places like the
Principality of Sealand, an abandoned WWII anti-
aircraft platform six miles off the eastern coast of
the United Kingdom that was occupied by former
British army major Roy Bates and declared an
independent country in 1967.  (Since the British
government failed to occupy or maintain the
platform, they could no longer claim it as territory
under the principle of international law known
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as “dereliction of sovereignty.”)  Sealand plans to
host HavenCo, a data storage company that will
offer users (potentially including criminals)
complete anonymity, data security, and a sparse
smattering of regulation.42

Cyberhavens currently appeal only to
businesses that are illegal in most countries,
mainly because questions of jurisdiction are still
unsettled.  If court decisions bear out the viability
of cyberhavens, however, it is likely that some
Internet users—both buyers and sellers—will
increasingly operate through servers located in
the havens to avoid restrictions on their online
behavior and legitimate government monitoring
of their data traffic.43   Given that ISPs in these
cyberhavens remain intentionally ignorant of
their customers’ activity—by providing complete
anonymity and unbreakable data encryption—
cyberhavens could present significant barriers to
effective international law enforcement.

The services provided by companies in
cyberhavens would not necessarily thrive on
overwhelming demand by Internet users, as the
online casinos do.  Instead, for example,
unsolicited commercial e-mail, or spam, could be
launched from an anonymous server and sent to
accounts all over the world.  Laws on sending spam
vary widely from country to country, but delivery
of spam to an Internet user in a given country
constitutes targeting in that country, which should
obligate the sender to comply with the laws and
regulations of the receiving country.  To avoid
compliance costs, unscrupulous spammers may
resort to cyberhavens and, in doing so, create
public outrage in many countries that would in
turn translate to pressure for increased regulation
of cross-border Internet traffic.44

If sovereignty is to be respected, the problem
of cyberhavens is a troubling one; a legal regime
that would effectively eliminate cyberhavens
would be so rigid as to severely restrict cross-
border data flows and global e-commerce.  But
because those cyberhaven countries are not
likely to be members of the WTO, the global
community will have to find innovative ways
to put pressure on them to comply with
international standards of conduct in
cyberspace.  Legal and regulatory restrictions on
the behavior of consumers and related businesses
may also prove useful, such as the proposal to
prohibit the use of credit cards and electronic
funds transfers to online casinos as a way to

prevent Internet gambling.45   Public education
will also play an important role, empowering
consumers to identify companies operating from
cyberhavens and appropriately evaluate the risks.

Similarly, the growth of global e-commerce
may decrease the effectiveness of economic
sanctions.  Businesses that are not allowed to
export to a particular country due to sanctions
may find the Internet to be an effective outlet for
sales, particularly if the sanctions are imposed by
a small number of countries.  The classic example
is the sale of Cuban cigars, a highly sought-after
product that cannot be brought into the United
States because of long-standing sanctions against
the regime of Fidel Castro.46   Cigar stores in the
United States cannot sell Cuban cigars, but many
cigar stores in Canada, Spain, the United Kingdom,
and elsewhere have Web sites where the cigars can
be purchased and shipped to the United States47

Though global B2C e-commerce will not have a
major economic impact on sanctioned nations—
Iraq will not be able to sell crude oil over the
Internet—the ability to easily find and buy
products from sanctioned nations will tend to
erode respect for the sanctions and, as a result,
could erode the political will to use sanctions as a
foreign policy tool.

Despite these issues, the existence of
cyberhavens should not keep WTO member
nations from developing appropriate laws and
regulations for the Internet.  On the one hand,
cyberlibertarians argue that the presence of
cyberhavens renders all laws over the Internet
unenforceable and therefore moot.  This
argument ignores the ways in which pressure can
be brought on nations that serve as cyberhavens,
but more importantly, it ignores the importance
of restricting undesirable behaviors domestically.
On the other hand, some liberals argue that
cyberhavens simply encourage a “race to the
bottom” as companies relocate to countries with
lax regulation.  The vast majority of Internet
companies, however, are legitimate business that
have no desire to move to cyberhavens and lump
themselves with shady and fraudulent ventures,
especially if regulations in WTO countries are
sufficient to provide a predictable environment
without overburdening businesses.  Governments
with robust legal systems to govern the Internet
can facilitate the growth of global e-commerce,
while keeping the problems associated with
cyberhavens to a minimum.
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Policy Recommendations

There are a number of things decision
makers around the world should do now
to promote global e-commerce, but there

are other areas where it is best to wait.  Premature
action may be counterproductive in the long run;
a highly fragmented and burdensome legal and
regulatory environment will complicate and
reduce cross-border e-commerce transactions.
Moreover, applying a burdensome regulatory
framework to the Internet infrastructure, as some
European nations want to do, will slow the
growth of the Internet around the world.  In the
near term, protectionist policies also represent a
significant threat to the growth of global e-
commerce.  It is important that policymakers do
not negate their work in promoting cross border
B2C transactions by condoning laws that destroy
the ability of buyers and sellers to connect in
cyberspace.  Careful consultation with the
stakeholders around the world will help prevent
ill-advised policy decisions.  As a result, policy
makers should:

1.  Stay within current international
trade framework.
The Internet provides unprecedented opportuni-
ties for international B2C transactions, but the
basic rules of international trade remain un-
changed—there is no need for a radical

reconceptualization.  Member nations should
adhere to the WTO principles for e-commerce
just as they do for traditional importing and
exporting.  Governments should also refrain
from negotiating bilateral or multilateral e-com-
merce agreements that fall outside of the WTO
principles.48

Similarly, there is no need for new institu-
tions to treat global e-commerce as separate
from the larger trade system.  Most govern-
ments have created international e-commerce
working groups within established trade depart-
ments and ministries.  Many non-governmental
trade organizations—e.g. the Global Business
Dialogue on Electronic Commerce (GBDe),49   the
Trans-Atlantic Business Dialogue (TABD)50 —also
have programs for international e-commerce.
Intergovernmental organizations such as the
WTO,51  the Organization for Economic Cooper-
ation and Development (OECD),52  and the Hauge
Conference on Private International Law53  are
also considering how e-commerce can fit into
developed and developing international trade
agreements.

Given the technical complexity of the
Internet, it may be necessary to establish within
the WTO a special panel of experts with the
specific task of mediating e-commerce related
disputes, but the principle still stands: It will
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be best to consider international e-commerce
as part of the overall trade system rather than a
special case.

2.  Make the moratorium on tariffs for
electronic transmissions permanent.
The WTO moratorium on tariffs on electronic
transmissions is only temporary, but should be
made permanent.  To ensure equal treatment
between products delivered by electronic
transmission (such as downloaded music) and
their physically delivered counterparts (such as
compact discs), tariffs should be lifted on all
products with tariff-free digital counterparts.

3.  Treat digitally delivered products as
intangible goods.
As discussed above, a dispute exists over whether
to treat downloaded products as goods or services.
An agreement should be formalized to define a
fully digital transaction as a service only if there
is some interactive component and as an
intangible good if it is developed for a mass
market and sold to more than one customer.
Thus, a person using the Internet to purchase and
download a software application for installation
on his hard drive would face the same treatment
he would receive if he had the boxed copy of the
software delivered to him, but a person working
online interactively to develop a custom software
application for a small business would face the
same treatment she would receive if she visited
the developer’s offices.

4.  Eliminate tariffs on small-value trans-
actions.
Even with a technology solution in place to
compute landed costs (total cost including all
taxes, tariffs, and fees) in real time, tariffs will still
act as a disincentive to international B2C
transactions.  Moreover, the cost of complying
with customs procedures is disproportionately
large on relatively small shipments.  To maximize
the competitive benefits of a truly global market,
tariffs should be eliminated on all products,
regardless of category, if the value of the
transaction or the quantity of the product
purchased falls below a threshold small enough
to reasonably assure that the buyer is in fact the
end consumer.  This is simply updating the current

practice of letting consumers bring back to their
own country a certain amount of goods duty free.

5.  Work with third parties seeking to
provide solutions.
Third parties such as SquareTrade and
MyCustoms can be invaluable in facilitating
international B2C transactions, but they will not
succeed without the cooperation of government
agencies.  The MyCustoms database, for example,
will be impossible to build and maintain if
customs authorities do not provide timely
information on tariffs and taxes.  Not every third
party solution will be workable or desirable, of
course, but a generally cooperative attitude will
promote the growth of global e-commerce over
the long run.

6.  Promote consumer education efforts.
No amount of public or private effort to facilitate
global e-commerce will work if consumers are not
confident about such transactions.  All interested
parties, including government agencies, should
make efforts to educate consumers on the benefits
and the risks of e-commerce in general, and on
the specific issues involved with cross-border e-
commerce.  It is in everyone’s best interest to
inform consumers of the tools available to
facilitate these transactions, the danger of making
assumptions about consumer protection laws,
and the steps they should take to protect
themselves from bad actors.

7.  Draft and enact global treaties gov-
erning criminal activity on the Internet.
Coordinated effort is required to deal with
international Internet problems such as child
pornography, hacking, and data havens.  The
Council of Europe cybercrime treaty currently
under negotiation, though controversial, is an
example of such an effort to deal with these
issues.54

Conclusion

The issues involved in global e-commerce are
both numerous and complex.  It is likely, in fact,
that some of the most troublesome policy issues
have yet to be considered because they cannot
be foreseen, and will emerge as international e-
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commerce grows.  (By the same token, some of
the problems we now anticipate may turn out to
be non-issues.)  Moreover, innovations on the
Internet—both in technology and business—tend
to occur much more quickly than international
negotiating bodies can react; laws and regulations
promulgated by relatively fast-acting national
governments tend to be made obsolete within
months by new innovations, and that tendency
will only be worse for international policy
frameworks.

Though it may seem counterintuitive, the best
approach to handling these issues is to go slow

and let solutions emerge through an organic
process of crisis control and trial and error.
Allowing the anticipated barriers to emerge in the
real world will give policymakers facts, rather
than theories, on which to base their decisions,
allowing for more precise actions that protect all
parties while encouraging the continued growth
of e-commerce in general.  It will also allow policy
to develop in consultation not only with
academics and government officials, but with
actual buyers and sellers with real-world
experience and perspective on how to best deal
with the problems of global e-commerce.
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1 The concept of jurisdiction varies according to context but it can be thought of in two basic ways: the question
of who may be taken to court (personal jurisdiction) and the question of whose laws apply (prescriptive jurisdiction).
Though the use of the Internet for cross-border transactions raises significant questions for both kinds of
jurisdiction, this paper will focus on prescriptive jurisdiction—the question of whose laws should govern a given
cross-border transaction.

2 The term “balkanization” is used in this paper to denote de facto segregation of Internet content due to individual
users choosing only to visit and transact with certain Web sites and services.  This is distinct from balkanization
of Internet infrastructure, in which certain service providers refuse to give their customers access to certain parts
of the Internet by failing to negotiate interconnection agreements with other service providers.

3 Developing nations wishing to engage in global e-commerce face a number of unique challenges, the most
important of which are limited telecommunications infrastructure and limited computer ownership, the two
keys to Internet access.  Investment in infrastructure and technology training will be required in many developing
nations before deriving maximum economic development benefits from global e-commerce.

4 Some popular shopping “bots” include MySimon (http://www.mysimon.com), DealTime (http://
www.dealtime.com), and BottomDollar (http://www.bottomdollar.com).

5 As the open-source software movement has proved, using the Internet for a global idea exchange can have
profound tangible benefits as well.

6 For more on the use of government regulation to protect businesses against competition from electronic commerce,
see PPI’s January 2001 paper, “The Revenge of the Disintermediated,” by Robert D. Atkinson.

7 In July 1999, the United States imposed 100 percent tariffs on some European products, including certain gourmet
French foods, in retaliation for the European Union’s refusal (despite an adverse ruling from the WTO) to import
from the United States beef that had been raised using hormones.  To protest the tariffs, French farmers committed
acts of vandalism against several McDonald’s restaurants in France that ranged from dumping tons of manure in
a parking lot to destroying a restaurant still under construction.  Protest leaders decried both McDonald’s and the
WTO as tools of “American imperialism.”

8 The expansion of global e-commerce is likely to include nations that are not WTO members, but the principle
remains the same for those nations as well.

9 Some governments, will seek to restrict trade in some goods and services on the grounds that such trade threatens
important social or cultural values.  Even if the WTO dispute resolution process finds that such a restriction is
unwarranted, those governments are at any rate free to maintain the restrictions as the WTO has no independent
enforcement authority and can only authorize retaliatory trade barriers against the country that loses a dispute.

10 Though it is probably impossible for a government to block access completely by a technically savvy individual
with the proper equipment, methods do exist that would be largely effective for the bulk of the population.  This
is discussed in more detail in the section on Content Restrictions.

11 http://www.w3.org/P3P/

12 http://www.w3.org/

13 P3P technology refers to the software application itself; full implementation will require standardization of privacy
policies and practices that can occur on a self-regulatory or governmental level.  For an overview of the potential
of this technology, see http://www.cdt.org/privacy/pet/p3pprivacy.shtml.

14 A list of the 100 best B2B marketplaces, as determined by the e-commerce rating site VerticalZOOM, can be found
at http://www.verticalzoom.com/top100.html.

15 Not all harmful regulations would apply directly to e-commerce activities.  For example, the International
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Telecommunications Union (ITU) is considering imposing telephone-style payment regulations for international
data traffic, a move that will discourage both the deployment of local Internet infrastructure and
telecommunications policy reforms that will decrease Internet access costs for users. A better solution to this
issue would be for nations with limited Internet backbone to expand their own infrastructure.  For more on this
issue, see http://www.fcc.gov/Bureaus/OPP/working_papers/oppwp32.pdf.

16 For a comprehensive treatment of the numerous jurisdictional questions involved with cross-border e-commerce,
see the American Bar Association’s Project on Internet Jurisdiction (http://www.abanet.org/buslaw/cyber/initiatives/
jurisdiction.html).

17 In fact, contradictory laws in different countries would in some cases make universal compliance impossible.

18 The “country of origin” rule is often equated with the “prescribed-by-seller” rule, in which the seller dictates the
which laws and courts will cover the transaction (typically those of the seller’s country of origin).

19 The Commission on Global Governance, in its November 1999 paper, “The Millennium Year and the Reform
Process,” declared that cyberspace requires government which is “genuinely international” (http://www.cgg.ch/
millenium.htm).

20 The ABA Project on Internet Jurisdiction highlights the importance of intent in determining whether a Web site
targets a particular forum, but suggests that simply selling to an individual is enough to constitute targeting:
“When transactions are involved, the best evidence of intent is the willingness to deal with persons in the forum
state.” (London Meeting Draft report,  p. 30, http://www.abanet.org/buslaw/cyber/initiatives/draft.rtf) This is
precisely what we wish to avoid since, by definition, this would constitute a burdensome and limiting country of
destination rule.

21 In a working paper on “Indirect Taxes and E-commerce” (June 8, 1999) the European Commission stated,
“Businesses operating in e-commerce must recognise from the outset that they will need to include in the
development of their sales protocols, the ability to compute and collect taxes on the basis of the customer’s
location. This inescapable fact needs to be taken on board by their professional advisors and by those involved in
the development of the operational systems which enable e-commerce to function.”  For the full document, see
http://europa.eu.int/comm/taxation_customs/publications/working_doc/taxation/ecommerceEN.pdf.

22 Businesses could be forced to collect taxes for another nation if both nations involved entered into a mutual tax
collection agreement, but such a burden should not be imposed unilaterally.

23 The European Commission’s document justifying the treatment of digital downloads as services can be found at
http://europa.eu.int/comm/trade/services/ecommerce/digi.htm.

24 This dispute is further complicated by a debate over whether payments for digital downloads of copyrighted
material should be treated as business profits or royalties.  The Organisation for Economic Co-operation and
Development (OECD) Technical Advisory Group on Treaty Characterization of E-Commerce Payments addresses
the issue at length. (http://www.oecd.org/daf/fa/treaties/treatychar_4Sept.pdf).

25 http://www.ppionline.org/ppi_ci.cfm?contentid=621&knlgAreaID=107&subsecid=126

26 http://www.mycustoms.com

27 The penalty is one year in jail and a fine of up to $6,173.

28 The OECD has an extensive program to study the issue of taxation and cross-border e-commerce transactions.
(http://www.oecd.org/daf/fa/e_com/e_com.htm).

29 A buyer-based tax compliance model, of course, does not allow for realtime pricing and full payment in a single
transaction, and thus would act as a de facto barrier to global e-commerce.  Governments have an incentive,
therefore, to make their tax and tariff collections compatible with “single payer” database systems.

30 http://europa.eu.int/eur-lex/en/lif/dat/1995/en_395L0046.html

31 http://www.ita.doc.gov/td/ecom/menu.html

32 http://www.squaretrade.com

33 Typically, merchants are 100 percent liable for any fraudulent credit card transaction that occurs remotely.  For
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more on the scope of the problem, see Julia Angwin, “Credit-Card Fraud Has Become A Nightmare for E-Merchants,”
Wall Street Journal, September 19, 2000, p. B1.

34 The European Union approved a rule in November 2000, commonly known as the Brussels Regulation, that
allows customers in EU member nations that have disputes with e-commerce sellers in other EU nations to sue
the seller in the buyer’s home country.  The rule has been widely criticized for providing disincentives for small
businesses to sell to customers in other European countries, a violation of the EU’s unified market principle.

35 Buyers generally do not come with seals, leaving sellers vulnerable to buyers who do not follow through on their
obligation, but their vulnerability is no greater than under the chargeback regime.  Moreover, a buyer seal program
could in fact be developed, perhaps along the lines of the eBay feedback ratings.

36 OECD has put forth a set of “Guidelines for Consumer Protection in the Context of Electronic Commerce”
calling for further study on jurisdiction issues and encouraging the development of alternative dispute resolution.
For the full set of guidelines, see http://www.oecd.org/publications/e-book/9300023e.pdf.  The Federal Trade
Commission (FTC) has also written a comprehensive treatment of the issue, “Consumer Protection in the Global
Electronic Marketplace: Looking Ahead.” (http://www.ftc.gov/bcp/icpw/lookingahead/lookingahead.htm).  In
December 2000, an international conference was held to discuss online ADR (http://www.oecd.org/dsti/sti/it/
secur/act/online_trust/online_trust_workshop.htm).

37 The Agreement allows countries to ignore the obligations they have committed to under certain circumstances,
such as serious balance-of-payment problems or threats to public health.  For more information on the provisions
of GATS, see http://www.wto.org/english/tratop_e/serv_e/serv_e.htm.

38 A scheduled round of negotiations on GATS is currently underway, with member nations seeking liberalization
in a large number of sectors.

39 For more information on current regulatory issues in marketing and advertising, see the Advertising Information
Group notices (http://www.aig.org).

40 The crux of the French ruling discussed above—that the U.S.-based Yahoo! must take steps to block access by
French citizens—is precisely the wrong model for jurisdiction of global e-commerce.  The French government has
every right to forbid its citizens from buying or even viewing Nazi items for auction, but should not be able to
require compliance from a company that does not target French citizens.  Instead, the government might pass a
law requiring all French Internet Service Providers to block out the auction section of U.S.-based Yahoo!
(www.yahoo.com) while allowing the France-based Yahoo! through (www.yahoo.fr).

41 Virtgame.com, an Internet gambling company, has developed a system called eBorder that can determine the
location of an Internet user seeking to place a wager (www.virtgame.com).  After shutting down their online
operations due to a broadcast licensing dispute, Canada-based iCraveTV went to work developing a technology
dubbed iWall, which will enable Web servers to determine with great accuracy the physical location of users that
want to watch Internet broadcasts (http://www.icravetv.com).

42 When Sealand was established in 1967, it was outside the limits of British territorial waters, and in 1968 the
British government lost a court case attempting to assert jurisdiction over it.  The territorial waters boundary has
since expanded to encompass Sealand, but the British government, while refusing to recognize Sealand as a
country, has maintained a hands-off stance.  It is unclear whether the U.K. can reclaim the platform at this point.
For a more detailed description of the founding of Sealand and the HavenCo startup, see Simson Garfinkel’s July
2000 “Wired News” article, “Welcome to Sealand. Now Bugger Off.” (http://www.wirednews.com/wired/archive/
8.07/haven_pr.html)

43 Just as governments have the power to examine mail and listen to telephone conversations if the requisite court
authority is obtained and the information is collected in the prescribed manner, governments should have the
same power in the Internet world.

44 Technology designed to effectively filter spam may decrease the importance of this issue.

45 Rep. Jim Leach, former chairman of the House Banking and Financial Services Committee, has pushed for such
legislation (H.R. 4419 in the 106th Congress).

46 Cuban cigars can be brought into the U.S. legally under certain limited circumstances.  For more information see
http://www.customs.ustreas.gov/travel/cigars.htm.
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47 Some sites take no responsibility for Cuban cigars that are seized by U.S. Customs, but many sites will guarantee
delivery by refunding money or reshipping packages that were seized.  Such guarantees can be taken as evidence
that Cuban cigars can be shipped to the U.S. easily.

48 An excellent summary of the WTO principles can be found at http://www.wto.org/english/thewto_e/whatis_e/
tif_e/fact2_e.htm.

49 http://www.gbde.org

50 http://www.tabd.org (For the TABD e-commerce priorities, see http://www.tabd.org/resources/content/apr98.html.)

51 http://www.wto.org/english/tratop_e/ecom_e/ecom_e.htm

52 http://www.oecd.org/subject/e_commerce

53 http://www.hcch.net (A memo of discussions relating to jurisdiction and e-commerce is available via FTP at
ftp://hcch.net/doc/jdgmpd12.doc.  The Preliminary Draft Convention on Jurisdiction and Foreign Judgments in
Civil and Commercial Matters is available at http://www.hcch.net/e/conventions/draft36e.html.)

54 The latest draft of the treaty can be found at http://conventions.coe.int/treaty/EN/cadreprojets.htm.
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